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17. Throughout the investigation, Mr Farrugia repeatedly sustained that C-Planet was the victim of 

a cyberattack, which constitutes a criminal offence. During the night between the 31 st March 

2020 and the 1 st April 2020, C-Planet lodged a report with the Malta Police Force (the ·'Police'') 

in relation to the incident. Mr Farrugia also personally contacted the Police Cyber Crime Unit to 

explain the actions taken thereupon, such as switching off all C-Planet's servers including those 

used for its clients. 

VI. INCIDENT TIMELINE 

18. In the full report, C-Planet confinned, that "[t} he above-described vulnerability vvas detected on 

the 291
" o_f'February 2020 by an individual[ ... ] who contacted us by email at 17:18 on 29th 

February 2020 stating that we had a hole in our server and that we should fix it and attached 

two screenshots" [ emphasis has been added]. 

19. C-Planet declared that it "took this information to heart and investigated the issue on the server 

whilst taking all precautions to avoid giving this ·good Samaritan' any data he may have been 

fishing for. The directory was locked by a username and password [ ... ]. The username and 

password were in place by the S" of'March [ ... ] ". 

20. C-Planet remarked that, as shown in those screenshots, "[ ... ] this individual downloaded the file 

on his local machine[ ... ]" [ emphasis has been added]. According to C-Planet's Director, "[t]he 

fit!! extent of what was being done by the hacker who seemingly was pretending to act in good 

faith (as a 'white hat hacker') was not revealed to me until I received a message from one of' my 

clients telling me to have a look at the tvveet dated 3/51 of' March 2020". 

VII. LIFTING OF THE PROCESSING BAN ON C-PLANET'S SERVERS 

21. On the 9th April 2020, the Commissioner temporarily lifted the processing ban on C-Planet's 

compromised server to allow the Police to gather the necessary evidence for the purpose of its 

investigation, and instructed C-Planet to switch off the servers once again, immediately following 

the conclusion of the Police's activity. 

22. On the same day, the Commissioner lifted the ban on C-Planet's servers which were not 

compromised by the breach. 
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• Confirm with the CEC [Chief Electoral Commissioner] ·whether the source data contain 

other data elements such as telephone numbers and other values; and 

• Confirm the third parties to whom the source data was provided. 

[ ... ] 

Both files (IDPC data and source data) used for comparison pw7Joses were in Excel format 

and therefrJre Excel comparison fimctions and tools were used to ascertain whether the data 

in question are identical. The.file provided by the IDPC to the Commission contained 337,384 

[three hundred thirty-seven thousand three hundred eighty-four] records including ID 

Card numbers pertaining to non-Maltese citizens ('A· ID Card numbers) and a number of 

null records which were eventually deleted in the matching process. 

In view that IDPC data included ID Card numbers ending with an 'A ·, it was concluded that 

the data pertained to both 2013 Local Councils· elections and 2013 General Elections held 

on the same day: 9th March 2013. 

The data was compared as shown in the attached sample screenshots, data matched pe,-fectly 

·with the data extracted.fi·om the Electoral Commission's computer system. 

It should however be noted that the data elevated by yourselves is incomplete and does not 

reflect in its entirety the electoral data extracted(cJr the 2013 elections. 

This same data wasforvvarded to the Political Party Delegates prior to the said elections as 

permitted in Article 10(5) of Chapter 354 (General Elections Act) of the Laws of Malta"; 

I also COl{/irm that the computer system does not hold other data such as telephone numbers 

of voters and therefore no such data was provided by the Commission to the party delegates 

mentioned above'' [ emphasis has been added]. 

37. At the end of the data matching exercise, in order to preserve the integrity of the data, the 

Commissioner and the Electoral Commission agreed to keep a copy of both files used, which 
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g. on the database engme ·root' account password, the auditor rebutted C-Planet's 

conunents by arguing that "the database engine ·root· account password was actual(v 

weak. It was set to "passvvordxxx ", with "xxx" being numeric characters at the end. 

Although 1-ve acknavvledge this was a development server, may we stress thefczct that the 

MvSQL service vvas public(v exposed on the server's public IP address with real PII data. 

Further to this, C-Planet was using the root password for al! vveb applications, instead 

of using a lavv privileged service account for connection strings on each v.·eb 

application"; 

h. as of C-Planet's statement that "the d[fference between a development server and a 

production server is largely a matter of security", the auditor argued that it "would be 

acceptable if the data used with the test environment is dummy data. However, basic 

security practices should still be employed in a development environment to protect other 

information assets, such as intellectual property. Furthermore, the statement "I need to 

emphasi:::e that it is normal in the industly to have ... (hardcoded credentials in database 

connection strings)" contradicts good secure coding practices. While this may or may 

not be a normal practice, it is still a securi~v issue that can be exploited if other security 

practices are weak. Credentials should be stored in a separate configuration .file with 

restricted permissions and placed outside the web server DocumentRoot so that they 

cannot be accessed by the exploitation of a web server vulnerability. The PHP connection 

string can then reference the credentials from that.file according(y. "; 

1. regarding C-Planet's additions on the use of screen lockout and password protection to 

access the workstations, the auditor commented that these were "good practices but 

minimal security controls. Centralised management brings is the consistent enfcJrcement 

ofgood practices rather than re~ving on each device user's discretion to always follow 

policy"; 

J. as of MySQL general query logs, the auditor commented that these were "not usedfcJr 

troubleshooting purposes, but for auditing the SQL queries run against a particular 

database[ ... ]". The auditor also commented that C-Planet's statement that "Apache logs 

instead of MySQL if the software is not working well" was not logically or technically 

sound as the two logs recorded different types of activity. The auditor further added that 

"[t} Jze software has both an application and database components, if either of them is 
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personal data shall be collected for specified, explicit and legitimate purposes and that, as a 

general rule, it shall not be further processed in a manner that is incompatible with those purposes. 

97. Understanding the role of the processor is equally important to correctly allocate responsibilities 

in terms of the provisions of the Regulation. Within this context, the Commissioner examined 

article 4(8) of the Regulation, which defines the role of a processor as "a natural or legal person, 

public authority, agenc:y or other body ·which processes personal data on hehall ol the 

controller··. Condicio sine qua non to qualify as a processor is to process personal data on behalf 

of the controller. The decisive factor for distinguishing a processor from the controller is that a 

processor should not process personal data in its own interest and for the purpose of fulfilling its 

own objectives, but should rather act on behalf of the controller on documented instructions. A 

processor therefore serves the interests of the controller and it is strictly bound by its instructions, 

having no or only very little room for making autonomous decisions and acting as an extended 

arm of the controller. 

98. In this context, article 28(3) of the Regulation imposes that the relationship between the controller 

and the processor shall be fom1alised by means of "a contract or other legal act under Union or 

Member State law, that is binding on the processor with regard to the controller". The 

Regulation specifies that such legal instrument shall contain certain elements under pain of 

nullity, one of which is the requirement that a processor, processes the personal data only on 

documented instructions of the controller [ emphasis has been added]. 

99. Whilst decisions about the purposes and means of the processing are essentially made by the 

controller, however a processor who uses personal data received as a processor beyond the 

instructions of the controller for its own purposes and determines the means for the processing, 

shall be considered as the controller in respect of that processing. In this regard, article 28(10) of 

the Regulation stipulates that "[ ... ] if a processor infringes this Regulation by determining the 

purposes and means of processing, the processor shall be considered to be a controller in 

respect of that processing" [ emphasis has been added]. 

100. In the case subject of analysis, C-Planet reiterated in its submissions that it did not act as the 

controller in respect of the processing of personal data contained in the database file, but rather 

as a processor engaged by the third party company acting as the controller. For this purpose, the 

Commissioner proceeded to conduct a thorough exercise to determine, whether C-Planet fulfilled 
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I 
compliance with the principles of data processmg, including the principle of integrity and 

confidentiality. 

174. Such principle is further specified in article 32(1) of the Regulation, which is more prescriptive 

and sets out the obligations to which, both controllers and processors are subject in tem1s of data 

security. According to article 32(1) of the Regulation, controllers and processors shall implement 

appropriate technical and organisational measures to ensure a level of security appropriate to 

the risk, taking into account the state of the art, the costs of implementation and the nature, scope, 

context and purposes of processing as well as the risk of varying likelihood and severity for the 

rights and freedoms of natural persons. Article 32(1) of the Regulation provides a non-exhaustive 

list of those measures. 

175. From the analysis of the relevant legislative framework, it transpires that there is no space for a 

'one size fits all' approach when it comes to selecting security measures to protect the personal 

data. The security measures should rather be chosen on a bespoke basis, and only after a thorough 

assessment to ensure that these measures are likely to achieve their objectives, and on weighing 

competing interests, such as the consequences that such a measure has on an interest worthy of 

legal protection. This obliges the controller to put into place proactive measures to ensure 

effective compliance with the data protection legislative framework. 

176. The obligation of personal data security should therefore be construed as an obligation to 

guarantee a "level of security appropriate to the risk". In this aspect, article 32(2) of the 

Regulation stipulates that "in assessing the appropriate level of security account shall be taken 

in particular of the risks that are presented by processing, in particular from accidental or 

unlawfid destruction, loss, alteration, unauthorised disclosure of, or access to personal data 

transmitted, stored or otherwise processed" [ ... ] "which may in particular lead to physical, 

material or non-material damage" (Recital 83 of the Regulation). Recital 76 of the Regulation 

sheds some light on the nature of such assessment, pointing out that it should be "objective" and 

that its outcome should establish "whether data processing operations involve a risk or a high 

risk". The same recital indicates that "[t} he likelihood and severizy of the risk to the rights and 

.fi'eedoms of the data s11~ject should be determined by reference to the nature, scope, context and 

purposes of the processing". [ emphasis has been added]. The recurrent concept of risk can be 

seen in a number of provisions of the Regulation, specifically articles 24, 25, 30 and 35, which 

provisions impose a number of obligations upon controllers on a risk-approach basis. 
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235. Dissuasiveness is therefore related to, and limited by, proportionality. The deterrent effect of the 

administrative fine cannot exceed what is commensurate with the gravity of the conduct and its 

effects, and must not exceed what is necessary to achieve the aim of the violated provisions. 

On the basis of the foregoing considerations, the Commissioner hereby decides: 

i. that the controller infringed the following provisions of the Regulation in relation to the 

activity involving the processing of personal data contained in the database file stored on 

the compromised server: 

a. articles 6(1), 9(1) and 9(2); 

b. article 14; 

c. article S(l)(f); and 

ii. that the controller infringed articles 33(1) and 34(1) of the Regulation for not having 

notified the incident to the Commissioner and the data subjects. 

On the basis of the foregoing legal and technical analysis, and after having taken into account, in 

particular, the gravity and nature of the infringements, the fact that the controller is a 

microenterprise, its annual turnover for the years 2018, 2019 and 2020, in terms of article 58(2)(i) 

of the Regulation, the Commissioner is hereby imposing an administrative fine on the controller 

of sixty-five thousand Euro (EUR 65,000.00). 

Such administrative fine shall be paid within twenty (20) days from the date of receipt of this 

legally-binding decision. 

By virtue of article 58(2)( d) of the Regulation, the Commissioner is hereby ordering the controller 

to erase with immediate effect the personal data contained in the database file stored on the 

compromised server and provide the Commissioner with evidence thereof, provided that such 

order does not prejudice any on-going judicial proceedings. 
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The controller is hereby being infonned that pursuant of aiticle 26(1) of the Data Protection Act ( Cap. 

586 of the Laws of Malta), any person to whom a legally binding decision of the Commissioner is 

addressed, shall have the right to appeal in writing to the Information and Data Protection Appeals 

Tribunal within twenty days from the service of the said decision as provided in article 23 thereof. 

u a 
n and Data Protection Commissioner 
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