
noyb – European Center for Digital RightsGoldschlagstraße 172/4/3/21140 Vienna, Austria

noyb – European Center for Digital Rights | Goldschlagstraße 172/4/3/2, 1140 Vienna, Austria | ZVR: 1354838270 
www.noyb.eu | general requests: info@noyb.eu | IBAN: AT21 2011 1837 8146 6600

Page 1 of 15

1 https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12741-Commission-Implementing-Decision-on-standard-contractual-clauses-for-the-transfer-of-personal-data-to-third-countries.2 See Recital 6 of the Draft decision.3 Schrems II, § 94.4 Contesting is not the same as the “right not to be subject”. Moreover, the wording of the relevant clause is not inline with the GDPR: see table below.

noyb's comments on the proposedStandard Contractual Clauses for the Transfer of Personal Data to ThirdCountries pursuant to Regulation (EU) 2016/6791
noyb welcomes the initiative of the Commission to update the existing Standard Contractual Clauses(“SCCs”) as adopted by Decisions 2001/497/EC and 2010/87/EU, as amended. We welcome theopportunity provided by the public consultation to send the following comments on the draft decisionand its annexes.
A. Equivalent level of protection for data transferred outside of the EU
The draft decision commented refers to the need to update the SCCs in light of the requirements of theGDPR, and of the important developments that took place in the digital economy.2 An update of theSCCs was also needed in light of the recent Decision of the Court of Justice of the EU in Schrems II,that reaffirmed that, even if SCCsmay be valid tool for transfers, additional guarantees might be requiredin some cases, to ensure an adequate level of protection to the data subjects.
Article 44 of the GDPR now clarifies that all provisions of Chapter V of the GDPR shall be interpretedin order to ensure that the level of protection guaranteed by the GDPR is not undermined. An essentiallyequivalent level of protection must therefore be guaranteed irrespective of the provision of that chapteron the basis of which a transfer of personal data to a third country is carried out.3 On this basis, alltransfer instruments (e.g. BCRs, SCCs, derogations) should lead to an essentially equivalent level ofprotection when compared to the GDPR.
It follows that all principles of the GDPR and all rights for the data subjects must be reflected in anytransfer instrument. The rights granted to the data subjects cannot be lower under the SCCs than e.g.under an adequacy decision – which some have previously argued. The SCCs function to fill any vacuumin the laws of a third country – and must do so fully and in all respects.
In this context, we could identify the following points in MODULE 1 (controller to controller) wherethe rights and principles of the GDPR are lacking entirely or partially (this list is not exhaustive):

- the right to object is limited to direct marketing- the right to withdraw consent is not mentioned- the right to data portability is not made available to the data subjects- the right no to be subject to automated decision-making is not fully implemented4- the SCCs do not refer to the right to restriction of processing.

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12741-Commission-Implementing-Decision-on-standard-contractual-clauses-for-the-transfer-of-personal-data-to-third-countries
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/12741-Commission-Implementing-Decision-on-standard-contractual-clauses-for-the-transfer-of-personal-data-to-third-countries
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5 See Section II, Clause 2 (b) (i) of the SCCs, and Recitals 19 and 20 of the draft decision.6 Recommendations 01/2020 on measures that supplement transfer tools to ensure compliance with the EU levelof protection of personal data, adopted on 10 November 2020.7 We refer in this respect to the EDPB’s Recommendation 02/2020 on the European Essential Guarantees for

We therefore suggest to ensure all principles of the GDPR are included in the SCCs to avoid that anycontroller or processor may interpret them in a way that the level of protection provided by the GDPRis undermined when personal data are transferred outside of the EU.
B. Highly Complexity System
As a general feedback, we would like to highlight that the draft decision is very complex and that thevarious modules are not easy to comprehend at first sight. While we welcome that the proposal coversmany more transfer situations, we would suggest to split the various scenarios into separate instrumentsor annexes to allow less experienced controllers and processors to correctly implement this decision.Equally, a “text generator” or some similar tool may be useful for controllers and processors that do notemploy an expert data protection lawyer. We fear that the current version may lead to many errors inreal-life implementations.
C. Assessment of the laws of the third country based on the specific circumstances of the transfer
The draft implementing decision requires organisations to take into account the specific circumstancesof a transfer, such as the content and duration of the contract, the nature of the data transferred, the typeof recipient, the purpose of the processing and any relevant practical experience indicating the existenceor absence of prior instances of requests for disclosure from public authorities received by the dataimporter for the type of data transferred.5
This wording seems to interpreted by some controllers and processors as meaning that even when thereare third country laws that violate the GDPR this can be ignored when these laws were not used , or notused enough by a third country government. In essence this would lead to a “law or practice” approachwhere either the law or the subjective practice is compliant with EU law. This approach was pleaded inSchrems II and rejected by the CJEU. The EDPB equally rejected this idea and instead highlighted thatorganisations should rely on objective factors when assessing the impact of the law and practices in thedata importer's jurisdiction on the effectiveness of the safeguards provided in the SCCs.6 In other words:There needs to be a proportionate law and third countries must follow these laws in practice.
From a practical perspective, taking into account relevant practical experiences indicating the existenceor absence of prior instances of requests for disclosure would be extremely difficult since access bypublic authorities is usually confidential and such an element is wholly a matter of the controller orprocessor to prove. In practice most representatives of an organisation will also not know about secretsurveillance within their own organisation and therefor by definition take the (subjectively correct) viewthat there is no such surveillance. It is therefore almost impossible for a supervisory authorits and evenless any data subjects to know that such access took place in the past and to invoke their rights under theSCCs.
Moreover a subjective approach usually leads to very different results for different data subjects. Bydefinition most access only concerns a small subset of users (e.g. journalists, activists, politicians, highlevel business persons, dissidents, persons of certain religious beliefs and alike). In such cases, anyassessment that is based on the general population is usually incorrect for the specific data subject.
Finally, the law of the third country should be easy to understand and interpret for the data importer andthe data exporter, in order to determine whether the data are subject to surveillance laws. Should thisnot be the case, one should draw the conclusion that the law in the third country does not meet thestandard of accessibility and transparency required under EU law. 7
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surveillance measures, and in particular to the first condition, that is that a justifiable interference (including accessto data by public authorities) must be based on clear, precise and accessible rules.

We are also concerned to see an increasing number of papers and statements suggesting that transfersshould be assessed on a case-by-case basis, following a “risk-based approach”. However, such anapproach is not a general principle applicable to all provisions of the GDPR. Like in many other texts,the EU legislators adapted the obligations and requirement of the GDPR on the basis of the risk for theindividuals. This is the case in the following instances:
- assessment of the compatibility of a further processing taking into account the possible consequencesthereof for the data subjects (Article 6(4) (d) GDPR)- assessment of the security measures of a specific processing (Article 32(1) GDPR)- assessment of the risks for individuals in case of a data breach (Articles 33(1) and 34(1) GDPR)- data protection impact assessment and assessment of potential high risks to the rights and freedomsof individuals (Articles 35 and 36 GDPR).
Nothing in Article 46(1) or 46(1)(c) indicates that a transfer my take place when it presents a low risk(risk of interception by a public authority for example), or that it would require a so-called “transferimpact assessment”. Therefore, we invite the Commission to revise the relevant clauses to reflect theremark here above, in particular Clause 2(b) and any related recitals.
In any event, noyb will closely monitor the developments regarding this point and take appropriate legalsteps should the Commission adopt such an approach and controllers actually rely on this approach.
D. Practical help with assessments
While others may be better placed to comment on this issues, we would like to recognize that mostsmaller organisations will be unable to conduct a proper assessment of the laws of a third country. Suchan assessment is highly complex and requires cross-jurisdictional expertise. Usually experts for (partlyvery exotic) other jurisdictions are not available in most Member States and local experts in the giventhird country are not aware of the requirements under the SCCs, GDPR and CFR.
We would therefore encourage the Commission to think about ways to provide such assessments for themost important trading partners of the Union, be it via the EDPB, SAs or via independent researchers.A relatively small investment in such publicly available assessments may ensure that these assessmentsare accurate but also realistically available to smaller organisations.

E. Territorial scope – definition of transfer
We note that the GDPR does not define a “transfer” within the meaning of Article 44 GDPR. Twointerpretations are currently floated: a geographical approach and a jurisdictional approach. noyb doesnot take a position on this question, as further research seems to be necessary to take a position. Initialresearch suggests that the approach jurisdictional approach is rather novel and far from mainstream.
Recital 7 of the draft decision states that the SCCs may be used for transfers of personal data “to aprocessor or a controller established in a third country”. The Recital adds that “this also includes thetransfer of personal data by a controller or processor not established in the Union, to the extent that theprocessing is subject to Regulation (EU) 2016/679 pursuant to Article 3(2) thereof”.
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Article 1.1 of the draft decision states that the SCCs will be considered as appropriate safeguards withinthe meaning of Article 46(1) GDPR when the exporter is subject to the GDPR and when the importer isnot subject to the GDPR.
Jurisdictional Approach
In our understanding of the draft, the Commission seems to consider that one can only speak of a“transfer” of personal data under the GDPR when the importer is not subject to the GDPR. In this casewhere both the data exporter and the data importer are subject to the GDPR, and the latter is basedoutside of the EU, no adequate safeguards (and therefore no SCCs) would be required under Chapter Vof the GDPR, since no “transfer” takes place.
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Such an interpretation may create substantial loopholes and inconsistencies in the GDPR and theprotection of data when a transfer occurs. Some examples:
 There seems to be no practical way that e.g. an EU SAs would be able to exercise the powers underArticle 58 GDPR or enforce a fine under Article 83 or 84 in a foreign territory. So far this wasovercome by the contractual arrangement in the SCCs where controllers voluntarily accept the SAspowers in any third country. We fail to see any other way that a SA could use to e.g. perform on-premises investigations in a third country without voluntary acceptance in a contract. The obligation to appoint a representative in the EU is not a guarantee of enforceability of theGDPR. Many companies simply never appointed a representative - for example because they maybe of the incorrect view that the GDPR does not apply to them. These representatives often neitherhave the relevant information to assist an investigation nor relevant assets or decision powers toprovide for an effective avenue for enforcement. Equally, in the absence of any voluntary choice of law and jurisdiction clause in a contractualarrangement, any decision may not be recognized by a third country and therefore not be enforceableby the data subjects. Further to that, Article 3(2) GDPR already applies when the processing “relates” to the “offering ofgood or services” in the Union. This would potentially make a lot of organisations subject to theGDPR, considering that most transfers relate in some way to the offering of goods and services inthe Union. The practical scope for Chapter 5 of the GDPR would therefore be almost non-existent.We are not sure if this approach is systematically correct. Because of these issues, some SAs currently do not even investigate cases where a controller subjectto the GDPR is not based in the EU, considering that they lack competence to investigate the caseand/or enforce their decision. The lack of any voluntary acceptance of EU jurisdiction in acontractual arrangement may further add to his problem.
We would also like to highlight that the CJEU has not taken a “jurisdictional approach” in C-311/18 -Schrems II, despite the fact that the GDPR was applied and the relevant transfer was clearly “related”to the offering of a service to an EU data subject.
Considering the above, while the approach undoubtedly has some elegance to it, the lack of anyvoluntary acceptance of European jurisdiction by a third country entity may make the GDPR in practiceless enforceable than under the current approach. The ever-expanding claims of direct EU jurisdictionmay end up to be a one-sided claim that overstretches the boundaries of international law.
Uniform view on “transfer” required
In either case, a common understanding of the word “transfer” under the GDPR would solve theproblem. In such circumstances, we urge the EDPB to provide its interpretation of what is considereda transfer under the GDPR, as we think that it is not the competence of the Commission to do so,especially in an implementing decision.
Without any such common view on the meaning of a “transfer” the Commission may risk that the CJEUwould invalidate the entire new SCC system.
E. Interaction with the SCCs adopted by the Commission on the basis of Article 28(7) GDPR
We also welcome the draft decision of the Commission suggesting model clauses on the basis ofArticle 28(7) GDPR (“Article 28 SCCs”). As stated above, whereas the transfer SCCs apply to acontroller or processor subject to Regulation (EU) 2016/679 to a controller or (sub-) processor notsubject to Regulation (EU) 2016/679, Article 28 SCCs apply only to controllers and processors that aresubject to Regulation (EU) 2016/679 or Regulation (EU) 2018/1725 (Article 2 of the Commission draftdecision regarding Article 28 SCCs).
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We note that under Clause 7(6) of the 28 SCCs, “Where the data processor engages a sub-processorfor carrying out specific processing activities (on behalf of the data controller), it shall do so by way ofa contract which imposes on the sub-processor the same obligations as the ones imposed on the dataprocessor under these Clauses”. However, Clause 7(7)(b) further mentions that in case of internationaltransfers, the parties may use the SCCs adopted on the basis of Article 46(2)(c) GDPR.
This raises the following comments:
 It is unclear to us why the Article 28 SCCs have been limited in scope to entities subject to the GDPRor Regulation 2018/1725, whereas they could be used between a controller based in the EU andsubject to the GDPR and a processor established in a country providing an adequate level ofprotection on the basis of a decision of the Commission. For example, a sub-processor based inArgentina would not need to use the SCCs adopted on the basis of Article 46(7) GDPR, since suchcountry already provides the adequate safeguard under Chapter V of the GDPR. We suggest toclarify that sub-processing agreement scan mirror the obligations of the Article 28 SCCs withoutrequiring to incorporate the SCCs when the sub-processor is subject to the laws of a country forwhich the Commission issued an adequacy decision. Small variations appear between the Article 28 SCCs and the transfer SCCs, affecting the natureand the scope of some obligations for which the difference of drafting could create legaluncertainties. In the spirit of encouraging legal certainty and predictability, we suggest to align thetwo texts. Here are some examples of the differences between both texts that should be corrected:o While SCCs mention a deadline (48 h) for the processor to notify the controller of a data breach,the MODULE 2 of the SCCS do not mention such a deadline.o Whereas Article 28 SCCs refer to a priori agreement of the controller to hire a processor, theSCCs refer to a prior authorization.o Section 2, Clause 8 (Data Subject Rights) of the Article 28 SCCs mention a full list of datasubject rights for which the processor shall assist the data controller in fulfilling its obligationsto respond to data subjects’ requests for the exercise of their rights. Whereas such a list seemsto mention the complete list of data subject rights under the GDPR (including portability, forexample), the list in the SCCs is not that complete (and does not include data portability).
F. Transparency for the Data Subject
Publication of SCCs
The SCCs are a private contract to the benefit or a third party - the data subject. They therebysystematically generate and rely on private inter-party arrangements to protect the data subjects’fundamental rights under Article 8 CFR. In daily practice they are however mostly “secret law” that isdropped in a drawer of the controllers and processors and often withheld from the data subjects thatshould be the main beneficiaries of these arrangements.
For example, in the recent litigation with Facebook, the controller only sent us the raw text of theCommission decision (as available in EUR-Lex) but not a copy of the actual agreement signed by theparties. This behavior in plain sight of the SA and the Courts is rather extreme, but other controllersequally interpret their duty to only include the word “SCCs” in their privacy policy. Getting hold of therelevant documents regularly proves an exercise of months or even requires litigation for noyb. Wetherefore assume that ordinary data subjects do not receive the law that is meant to define their rights.
According to the transparency obligations under the SCCS, the data subject should receive a copy of theSCCs only upon request. Article 14(1)(f) GDPR requires the controller to communicate the referenceto the appropriate suitable safeguards (in this case, to the SCCs) and the means to obtain a copy of themor where they have been made available. Nothin in the GDPR requires that this is solely done “onrequest”. It seems very burdensome for data subjects, processors and controllers to require individualrequests and answers to make these documents transparent.
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Contrary to other contracts, the SCCs are not primarily a B2B arrangement, but a third-party beneficiaryarrangement that is the basis to interfere with the rights of the data subject. Article 14(1)(f) GDPR alsorequires absolute access to these documents, which is why there is no basis for any form of confidentiallyof these documents that would limit the options to make them quickly available to the data subjects.
We would therefore urge the Commission to require a prior and systematic publication of the SCCs(e.g. a link in the relevant privacy policy or an internal page that is available to more limited circles ofdata subjects). This would be less burdensome for controllers – compared to countless individualrequests – and would end the “hunt” for these crucial documents that are meant to provide fundamentalrights to data subjects.
Transparency of Assessment of Third Country Law
Equally the various foreseen assessments of third country law are neither a matter of confidentiality norbusiness secrets, but highly relevant for the data subjects, as these assessments determine a third partyinterference with their rights. Any third country law or practice that interferes with the SCCs are anessential part of the “safeguards” (Article 14(1)(f) GDPR) and therefore falls under the GDPR’stransparency obligations.
When any such assessment was brought to our attention, they were usually very superficial andcontrollers even mentioned that the assessment was done orally. We assume that the requirement tomake such an assessment available to the data subjects will have positive effects with regards to theseriousness of these assessments.
We therefore suggest that these assessments should equally be made available.
Copy of the actual SCCs as signed and dated
In our understanding, the transparency obligation implies that controllers should not simply refer to acopy of generic text on the website of the importer, but to the actual copy of the SCCs as negotiated andsigned by the parties involved (either electronically or on paper). We see too often SCCs referred to bythe data exporter (controller) via a link on the website of the provider/importer, along with their generalterms and conditions. In our opinion, the SCCs should be signed and mention the date of the signatureof the SCCs. Such date and signature are important for the complete information of the data subjectsand the supervisory authorities. Furthermore, the signature and the date are essential to assess thevalidity and the enforceability of the document, and in particular to enable the data subjects to invoketheir third party beneficiary rights in front of a court.
For these reasons, we suggest to specify in the draft decision and in the SCCs that a copy of the actualSCCs (as signed and agreed) should be actively provided to the data subjects with the actual date ofsignature/formal agreement by both parties, even in cases where the Parties do not choose to use theoptional Clause 6 (“Docking clause”).

G. Other remarks
Obviously, an assessment of the proposed SCCs would not “undermine” the GDPR, and would requirea full comparison of all elements of the SCCs with at least the core requirements of the GDPR. Whileneither the time of the consultation phase nor our resources allowed for such an extended review, wewould nevertheless like to make the following observations on the current text:
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8 Without prejudice to our comment on Clause 3 below in this table.

Article/Clausenumber Headline Comment
Draft decision -Article 3 - We welcome this effort towards information and transparency.However, the information by a Member State to theCommission in case of suspension of ban of a processing basedon transfer should be further detailed and raises a few questions:- Does that imply that the Member States shouldcommunicate the entire decision to the Commission ofthe circumstances thereof?- Who should communicate the information/the decisionto the Commission: the government of the MemberState of the SAs directly to the Commission?- In some Member States, the decisions of the SAs arenot always made public, and the names of the partiesare sometimes redacted. Would this Clause.Considering the above, and in order to simply the chain ofcommunication, we suggest to further specify that the fulldecision (unredacted, and including the names of the parties)should be communicated to the EDPB which will make it publicon its website and communicate the decision to the Commission.Draft decision -Article 6.2 For the sake of clarity, we suggest to clarify that Decision2004/915/EU is also repealed.Annex withstandardcontractualclauses

Title We suggest to rename the “standard contractual clauses” to“standard data protection clauses on data transfers” (SDPC).This would align their name with Article 46(2)(d) GDPR andwould make the content of these clauses clearer with an explicitreference to “data protection” and “transfer” in the title. It wouldalso differentiate them from the previous clauses and the clausesadopted on the basis of Article 28(7) GDPR.Section I -Clause 1 (b) Purpose andscope The reference to Annex I.A implies that, in case of a transferfrom processor to processor, there will be at least three partiesin addition to the processors (i.e at least one controller).However, the controller would not qualify as an “exporter”under the SCCs. We suggest to clarify in the relevant clause thatthe controller is a party to the SCCs but not an exporter.Section I-Clause 2 (a) Third partybeneficiaries It is not clear why the provisions listed in Clause 2 (a) areexcluded from the third-party beneficiary clauses: even if mostof these provisions cannot be enforced by the data subjects, theyshould still be in a position to invoke them as a violation of theSCCs to claim damages. Therefore, we suggest to clarify thatthe date subject can still invoke these provisions in relation to aclaim for damages. However, the exclusion of the followingclauses is acceptable since the data subject can neither invokenor enforce them:- Clause 7 of Section II (Liability) under (v),- Clause 8 of Section II (Indemnification) under (vi)- Clauses 3(a), (b) (Choice of forum and jurisdiction)8Section I –Clause 4 Hierarchy This clause should allow for additional clauses if they increasethe level of protection, instead of prohibiting all conflictingclauses as a general principle. Therefore, we suggest to mentionthat possibility.
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Section II –MODULE ONEClause 1.1
Purpose The possibility given to use the data for another purpose that isnot incompatible with the “specific purpose of the transfer” isproblematic for the following reasons:- The reference in this Clause and in Annex I.B to the“purpose of the transfer” is not clear. The transfer is one ofthe processing operations as defined by Article 4(2) GDPR.The exporter processes the data for one or several purposes,that might be different from the ones of the importer.- Even if Article 6(4) GDPR allows for such furtherprocessing, we have strong reservations about thecompatibility of this provision with Article 8 of the EUCharter of Fundamental Rights. However, should furtherprocessing without consent be made possible under thisClause, the lack of criteria as the ones defined under Article6(4) GDPR will increase the risk of misinterpretation ofwhat constitutes a “further processing compatible withArticle 6 GDPR”.Considering the above, we suggest- to modify this clause and Annex I.B with a reference to thedescription of the purposes of the processing pf the data bythe exporter, and to delete the reference to the purpose ofthe processing;- to align this clause with the wording of Article 6(4) GDPRand explicitly include the criteria to determine whether afurther processing will not be incompatible.Section II –MODULE ONEClause 1.2
Transparency In order to strengthen the liability of the exporter towards thedata subjects and enhance the enforceability of the SCCs, wesuggest to mention that- the importer should inform the exporter of this further usebefore such use- the exporter can object to such use within a specificdeadline- the exporter will be liable towards the data subjects nothaving objected in due time to the further processing.Section II –MODULE IClause 1.2 (c)MODULE IIClause 1.3MODULE IIIClause 1.3

Transparency We suggest that the clause specifies that only Annex II of theSCCs may be redacted. In case of redaction, the data subjectshould be able to understand the concrete security measures inplace. This would avoid a general description of these securitymeasures in the SCCs, too often observed in practice. Thismeans that the entire SCCs, including the Annexes (exceptAnnex II in some cases) should be made available.Section II –Clause 1.3 (a) Accuracy The text of this clause is not aligned with Article 5(1)(d) GDPR.We suggest to correct that.Section II –Clause 1.5 (a) Security ofprocessing The clause only refers to pseudonymisation and encryption ofdata whereas other measures are mentioned in Article 32(1)GDPR. We suggest to include them as well.Section II –1.5 (d) and (e) Security ofprocessing We welcome the obligation imposed on the importer to notifyany data breach to the exporter, and the cooperation with theexporter to inform the data subjects where necessary. We alsosuggest to define the term “where necessary” in this clause,since we do not see in which concrete cases such cooperationwould (not) be deemed necessary.
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Section II –1.5 (e) Security ofprocessing The clause provides that the data subjects should be notified ofthe data breach, unless disproportionate efforts are required.However, in such a case, the GDPR provides that a generalcommunication to the public should take place. We suggest toinclude this option in the clause.Section II –MODULE IClause 1.6MODULE IIClause 1.7MODULE IIIClause 1.7

Specialcategories ofpersonal data
We welcome the fact that this clause addresses the protection ofspecial categories of data. However, this definition of specialcategories of data is not in line with the definition under Article9 since this clause also includes the data mentioned underArticle 10 GDPR. The clause does not mention the generalprohibition of processing of Articles 9 and 10 GDPR, and seemsto further spepcify the obligations of the SCCs in terms ofsecurity. We suggest to align the definition and processing ofspecial categories of data with the GDPR.Section II –Clause 1.7 Onwardstransfers The last case (iv) refers to consent as a legal basis for onwardtransfer to a country without adequate protection. As the EDPBalready recalled several times, this should only be possible inexceptional circumstances and should not be possible formassive transfers. We suggest to include this clarification.Section II –MODULE IIClause 1

Instructions See our general remark (under E) regarding the interactionbetween the present SCCs in MODULE II and the SCCs asproposed by the Commission on the basis of Article 28(7)GDPR. We suggest to streamline both approaches and texts.Section II -MODULE IIClause 1.1MODULE IIIClause 1.2

Purposelimitation The reference to “specific purpose of the transfer” in this Clauseand in Annex I.B is not clear to us (see remark under MODULEONE, Clause 1.1). A transfer is one processing operation asdefined by Article 4(2) GDPR. The exporter processes the datafor one or several purposes, that might be different from theones of the importer. We suggest to modify this clause andAnnex I.B with a reference to the description of the purposes ofall processing operations by the exporter, and delete thereference to the purpose(s) of the transfer.Section II –MODULE IVClause 1.3
Documentationandcompliance

This clause is too generic. We suggest to include further details,inspired by the pending clause in MODULES II and III. Areference to Article 24 GDPR or to a similar wording would bean option in this respect.Section II –MODULE IVClause 2 andClause 3

Localcompliancewith theclauses

The clause restricts application of Clause 2 to cases where “theEU processor combines the personal data received from thethird country-controller with personal data collected by theprocessor in the EU”. We understand that the Commissionwants to protect the data transferred outside of the EU only ifthey originate from the EU. However, we do not understandwhy such restriction is only applicable to Clauses 2 and 3 of theSCCs. We suggest to remove this restriction and make itapplicable for all transfers to the controllers/importer underMODULE IV.Section II –ALLMODULESClause 2 (a)

Localcompliancewith theclauses

The sole reference to the laws of the third country is notsufficient to perform the assessment: as the Court of Justicestated in Schrems II (see § 94), the practices of the countryshould also be taken into account to perform an assessment ofthe safeguard put in place. We suggest to include a reference topractices of this country that are outside of any law, in addition(not as an alternative) to its laws.
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Section II –ALLMODULESClause 2 (b)

Localcompliancewith theclauses

- We note that the Court of Justice confirmed that the transfershould be suspended or stopped when the standard clausesare not or cannot be complied with, and therefore theprotection of the personal data cannot be ensured (see § 106of Schrems II).- The reference to the specific circumstances of the transferand other elements is not clear to us: is the intention toperform a so-called “risk–based transfer analysis”?As developed in our general remarks (under D), we thinkthat this approach is not supported by the GDPR and is evenat odds with the Guidance provided by the EDPB onadditional measures and the Schrems II judgement.Therefore, we suggest to further detail how to use theseelements in the overall assessment and make it clear tocontrollers and processors that EU law requires a “law andpractice” and not a “law or practice” approach.- The absence of requests from public authorities in the pastshould not be relevant in this case: as the Court of Justice ofthe EU developed in its judgement Schrems II, the level ofprotection should be guaranteed. If such law allows foraccess to data that goes beyond what is necessary in ademocratic society, the conclusion should be that noappropriate safeguards for the data can be guaranteed in thethird country, even without actual access to the data by thepublic authorities where the law provide for such an access.Section II –ALLMODULESClause 2 (d)

Localcompliancewith theclauses

It seems hard to understand how the assessment under (b) -which is is at the core of protecting the data subjects’ rights - ismade available to every relevant party, but not the concerneddata subjects who’s rights are on the line. We highly recommendto make this assessment available to the data subjects as well.Section II –ALLMODULESClause 2 (e)

Localcompliancewith theclauses

The sole reference to the laws of the third country, and not thepractices, is not in line with the GDPR and the case-law of theCourt of Justice. We therefore suggest to include a reference tosuch practices in the clause.Section II –ALLMODULESClause 2 (f)

Localcompliancewith theclauses

This clause refers to the possibility to consult the competentauthority, “if appropriate”. We suggest to further explain whensuch consultation is deemed to be appropriate. Furthermore, weare concerned about the role of the SA, which can be consultedby the exporter, or receive a communication by the exporterunder the circumstances described under this paragraph (f).Once the SA has provided consultation at the request of theexporter, it will be difficult for the SA to act independently incase of enforcement or investigation that would occur after thecontacts with the exporter. Moreover, the clause does notmention whether the SA should act after having being notifiedby the exporter of the additional measures adopted to continuethe transfer.We therefore suggest to:- add a right of the data subject to be provided with thisinformation to take necessary steps to enforce their rightsand/or take practical consequences.- clarify in the draft decision that the consultation given by theSA is without prejudice of the SA to decide to open andinvestigation or to impose a coercive measure against the



Page 12 of 15

exporter and the importer;- clarify in the draft decision that the communication of theadditional measure to the SA and the lack of reaction of theSA are without prejudice of the SA to decide to open andinvestigation or to impose a coercive measure against theexporter and the importer.Section II –MODULES IIand IIIClause 4

Use of sub-processors What seems more important in this context is to precise whetheror not the processors already approved will actually be used bythe importer, and not whether the importer intends to call upontheir services. We suggest therefore to clarify in the clause thatthe exporter is always aware of the subprocessors actually andnot potentially hired by the importer of data.Section II –MODULE IClause 5
Data subjectsrights Some data subject rights, such as data portability or the right tobe forgotten, are not mentioned in the list of rights. Consideringthat the level of protection cannot be undermined at the occasionof a transfer (see our general remark under A above), all thedata subject rights (and in particular the news rights granted bythe GDPR in comparison with the Directive) should bementioned in this clause. We refer to our general remarkunder A.Section II –MODULE IClause 5 (d)
Data subjectsrights The wording of the clause on automated-decision making is notaligned with Article 22(1) GDPR. We therefore suggest, amongothers, to delete the reference to “without human involvement”,and use the wording of Article 22(1) GDPR to avoid anyconfusion.Section II –MODULE IClause 5 (f)
Data subjectsrights The clause refers to the right of the data subject to submit ajudicial review, whereas the correct term should be judicialredress or remedy (see Article 79 GDPR). We suggest to correctthat wording accordingly.Section II –MODULE 2Clause 5 (b)
Data subjectsrights The cooperation between the importer and the exporter shouldtake place “taking into account the nature of the processing”.We suggest that the Commission further explain the clauseaccordingly.Section II –MODULES 1, 2and 3Clause 6 (b)

Redress The wording “the importer accepts the decision of the datasubject” does not create any obligation for the importer tocomply with the decisions of the SA or the competent courts.Therefore, we suggest to change the wording as follows: “theimporter accepts the jurisdiction of the competent authoritywhere the data subject will decide to file a complaint, and thejurisdiction of the competent court where the data subject fileda dispute”.Section II –MODULES 1, 2and 3Clause 6 (b)and (c)

Redress Considering that we already observed that some importersmention in their contractual terms that all claims against themby data subjects could only be individual claims (excludingclass actions, collective redress and similar claims, but alsoclaims based on collective interests), we suggest to mention inthe clause that all administrative or judicial proceedingsavailable to the data subjects shall be accepted by the importer,and to mention an explicit prohibition to limit contractually theredress available to the data subjects. Considering that someMember States will soon open the possibly to file representativeactions under article 80.2 GDPR, we also suggest to add thisprovision under litera (c).
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9 The only difference is the last line of litera (d) in the text applicable to MODULE 2 and 3 is the following text:“where the data exporter is a processor acting on behalf of a controller, the controller under the GDPR”.

Section II –MODULES 1, 2and 3Clause 6 (b)and (c)

Redress We do not see the reason why no redress under Clause 6 isgranted to the data subject whose data were transferred to acontroller outside of the EU. We suggest to make this clauseapplicable to all modules.
Section II –ALLMODULESClause 7

Liability - The rationale behind the difference of drafting betweenlitera (c), applicable to MODULES 1 and 4 and litera(c) and (d), applicable to MODULES 2 and 3 is notclear.9 We suggest to merge both texts to simplify thewording.- The exclusion of most of the clauses from the thirdparty beneficiary rights is not justified. See ourcomment under Clause 2 in this regard, where wesuggest to broaden the clauses on which the third partiescould rely.- The text of litera (e) applicable to MODULES 1 and 4and the text of litera (f) applicable to MODULES 2 and3 should include “any other third party” next to “sub-processor”. We do not see why the importer couldescape its liability by invoking the conduct of anotherparty that is not a sub-processor (but yet a providerunder its responsibility).Section II-Clause 9 Supervision The clauses contain multiple references to the competentauthorities in various different instances:- Article 3 refers to the competent authorities exercisingtheir corrective powers and notify a ban or suspensionof a transfer to the Member State- MODULE 1 - Clause 1.5 (d) refers to “the competentauthority within the meaning of Clause 9 of Section II”and 1.9 (b) for the notification of a data breach by theexporter- MODULE 2 and 3 - Clause 1.6 (d) and Clause 1.9 (e)requires the notification of the competent SA by thedata importer- MODULE 4 - Clause 1.1 (c) refers to the cooperationwith the competent authorities- Clause 2.2 (d) and 2.2 (f) refers to the competentauthority to which the parties have to make theirassessment available- Clause 3.1 (d) (the importer shall make thedocumentation available to the competent authority incase of access by public authorities) and 3.2 (b) (theimporter shall make the documentation available to thecompetent authority regarding challenges of requests ofaccess by public authorities)- MODULE 1 - Clause 6 (b) (i) and (g): complaint withthe competent supervisory authority
It seems therefore that only the SA designated under this Clausewould act as the competent authority. This can raise someissues, for example, as to the competent authority where the
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10 See Guidelines for identifying a controller or processor’s lead supervisory authority, WP 244, Section 2.2.

data subject could file a complaint, since the competentauthority designated in Clause 9 may be a different authoritythan the one of the Member State where they live or work (seeArticle 77 GDPR). That would imply that the data subjects mayfile a complaint against the exporter to any relevant SA, whilethey would have to file the same complaint against the importerto a different SA according to Clauses 6 (b) and 9. This wouldbe too complex for the data subjects and would even createconfusion within the SAs themselves.
Clause 1.5 (d) refers to “the competent authority within themeaning of Clause 9 of Section II” and 1.9 (b) for thenotification of a data breach by the exporter. The competentauthority is defined under Clause 9 as “the one withresponsibility for ensuring compliance by the data exporterwith the GDPR as regards the data transfer” and invites theparties to designate this authority in the Clause.- Doing so, the Clause ignores that fact that all SAs have ageneral competence according to Article 55 GDPR (andpossibly Article 66). If the intention of the Clause is torefer to the lead SAs, by reference to Article 56 GDPR, wesuggest that the text makes it clear, to avoid any confusion.- Even in this case, the Clause seems to ignore that theexporter might not be subject to the supervision of onlyone authority in the EU. This may be the case where thedata exporter does not have a main establishment in theEU10 or is subject to the GDPR by virtue of Article 3(2)GDPR. However, only this last case is addressed in thealternative text suggested in Clause 9.1.- In the alternative clause, the competent authority will bethe one “of the Member State where the data subjectswhose personal data are transferred under these Clausesin relation to the offering of goods or services to them, orwhose behaviour is monitored, are located”. This Clausedoes not address the case where data subjects are locatedin several member states. In such a case, several SAs wouldbe competent, and not only one.- Considering the difficulties to interpret the Clause, thefreedom left to the Parties to designate the competentauthority open the door for forum shopping, which isexplicitly rejected by the EDPB. In these circumstances,we would suggest to use the criteria of the GDPR todesignate the competent authority and to make referenceto these criteria in the Clause.- The application of Clause 9.2 may raise the same problemsince the data importer submit itself to the competence ofone SA, whereas data subjects may file a complaint todifferent authorities, all being competent to investigate thecase.On the basis of the above, we suggest to redraft the Clause to beconsistent with the GDPR, the rights of the data subjects andthe respective competences of the SAs.
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Section III –Clause 1 (d) Non-compliancewith theClauses andtermination

The rationale behind the difference of choice given to theexporter between MODULES A, 2 and 3 and MODULE 4 isnot clear: why could the controller/importer be obliged todestroy the data whereas the option is given the data exporter inMODULES 1,2 and 3? We suggest to clarify this point.
On a general note, we think that the automatic destruction of thedata might impair the investigations by the SA: as from themoment the data are deleted and were not copied by theimporter, the evidence of the violation might prove to beimpossible. We therefore suggest to insert a wording allowingfor data that might serve as evidence to establish the violationof the SCCs to be copied and stored with restricted access bythe data exporter at the disposal of the SA.Section III –Clause 3 Choice offorum andjurisdiction
In so far (a) and (b) refer to the choice of jurisdiction of theparties for any dispute arising from the SCCs, it isunderstandable that these two provisions are excluded by thelist mentioned in Clause 2 (a) (see our comment above).
However, Clause 3 (c) further states “legal proceedings by adata subject against the data exporter and/or data importermay also be brought before the court of the Members Statewhere the data subject has his/her habitual residence”.- The term “also” seems to imply that the choice ofjurisdiction made under (a) and (b) is binding on thedata subject, whereas this provision only concerns therelationship between the data exporter and the dataexporter, and is furthermore explicitly excluded fromthe list contained in Clause 2 (third party beneficiary).- Moreover, Article 77 GDPR opens the possibility tofile a complaint against the controller of the processorwith any SA, mentioning as an example the SA of theMember State of their habitual residence, place of work,or of the alleged infringement, whereas this Clauseseems to restrict this possibility.- Furthermore, Article 79 GDPR opens the right to bringa proceeding against a controller or a processor beforethe courts where the controller or processor has anestablishment, or where the data subjects have theirhabitual residence, whereas this Clause seems to restrictthis possibility.
On the basis of the above, we suggest- to clarify the exclusion of the third party beneficiaryright under Clause 2 of Section 1 and Clause 1 ofSection 3;- to specify that the choice of jurisdiction under Clause 1of Section is without prejudice for the rights of the datasubject to lodge a complaint before the SA as per Article77 GDPR and to file a judicial proceeding before inaccordance with Article 79 GDPR.


